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MISSING WHITE HOUSE E-MAILS: MIS-
MANAGEMENT OF SUBPOENAED RECORDS—
DAY ONE

THURSDAY, MARCH 23, 2000

HOUSE OF REPRESENTATIVES,
COMMITTEE ON GOVERNMENT REFORM,
Washington, DC.

The committee met, pursuant to notice, at 10:10 a.m., in room
2154, Rayburn House Office Building, Hon. Dan Burton (chairman
of the committee) presiding.

Present: Representatives Burton, Morella, Horn, Mica, Davis of
Virginia, Souder, Scarborough, LaTourette, Barr, Hutchinson,
Biggert, Ose, Chenoweth-Hage, Waxman, Mink, Maloney, Norton,
Cummings, Kucinich, and Davis of Illinois.

Staff present: Kevin Binger, staff director; James C. Wilson, chief
counsel; David A. Kass, deputy counsel and parliamentarian; Mark
Corallo, director of communications; Pablo E. Carrillo and M. Scott
Billingsley, counsels; Jason Foster and Kimberly A. Reed, inves-
tigative counsels; Kristi Remington, senior counsel; Robert Briggs,
deputy chief clerk; Robin Butler, office manager; Leneal Scott, com-
puter systems manager; Lisa Smith Arafune, chief clerk; Maria
Tamburri, assistant to chief counsel; Corinne Zaccagnini, systems
administrator; Caroline Katzin, professional staff member; Phil
Schiliro, minority staff director; Phil Barnett, minority chief coun-
sel; Kenneth Ballen, minority chief investigative counsel; Kristin
Amerling, minority deputy chief counsel, Cherri Branson, Jon
Bouker, Paul Weinberger, and Michael Yang, minority counsels;
Ellen Rayner, minority chief clerk; and Jean Gosa and Earley
Green, minority assistant clerk.

Mr. BURTON. A quorum being present, the Committee on Govern-
ment Reform will come to order.

I ask unanimous consent that all Members’ and witnesses’ writ-
ten opening statements be included in the record, and without ob-
jection, so ordered.

I ask unanimous consent that all articles, exhibits, and extra-
neous or tabular material referred to be included in the record, and
without objection, so ordered.

I also ask unanimous consent that a set of documents which may
be used as exhibits in today’s hearings, which have been shared
with the minority staff, be included in the record.

Mr. WaxMAN. Reserving the right to object.

Mr. BURTON. The gentleman will state his reservation.

o))
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Mr. WaXMAN. Mr. Chairman, we’re not going to object to this,
but I understand that the staffs are still going through these docu-
ments to be sure that there are redactions that are going to be im-
portant for privacy reasons, so, if the gentleman would permit, I'd
like to ask if he would amend his unanimous consent request to
have these documents released after the staffs have had an oppor-
tunity to review them for redaction purposes.

Mr. BURTON. I think that that is in order, and without objection
we will do that. In fact, I think we have “after being reviewed for
redactions” in the statement, so I guess there is no—without objec-
tion, so ordered.

I also ask unanimous consent that questioning in this matter
proceed under clause 2(j)(2) of House rule 11 and committee rule
14 in which the chairmen and ranking minority members allocate
time to members of the committee as they deem appropriate for ex-
tended questioning, not to exceed 60 minutes, equally divided be-
tween the majority and the minority, and without objection, so or-
dered.

Today we are meeting to hear testimony about the White House’s
failure to produce documents to the committee. As I'm sure every-
one understands by now, there was a computer glitch, an error. As
a result, incoming e-mails at the White House weren’t recorded for
a 2% year period. They weren’t searched in response to our subpoe-
nas. They weren’t searched in response to Justice Department’s
subpoenas. They weren’t searched in response to the independent
counsel’s subpoenas.

Now, some might say, “So what? An error was made. What’s the
big deal?” That’s the question I want to address in my opening
statement.

The big deal is not that a computer technician made a mistake.
Mistakes happen. They happen in my office and they happen in
every office. The big deal is how the White House reacted to it.

They basically had two choices. They could face up to the prob-
lem, tell the Justice Department and Congress what happened, and
get it fixed, or they could throw a blanket over the whole problem,
ignore it, and hope nobody would find out.

From the interviews we’ve conducted and the correspondence we
have received, it looks like they chose to cover it up. I hope that
by the end of this hearing we will be able to make a better judg-
ment.

Before I go any further into this e-mail problem, I want to put
this issue into perspective. This isn’t the first time that this com-
mittee has had problems with cooperation from the White House.
When we began our investigation into illegal fundraising in Janu-
ary %1997 , we sent the White House a document request. They ig-
nored it.

In March 1997, we sent them a subpoena. They refused to honor
it.

In May 1997, we came within days of holding the White House
counsel, Charles Ruff, in contempt of Congress for not producing
documents. Only then did they comply.

In June, Mr. Ruff sent us a letter certifying that they had com-
plied with our subpoena. Then, in October 1997, somebody found
out about the White House videotapes. Ten months after our origi-
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nal request, a bunch of red-faced White House lawyers had to turn
over several hundred tapes of the President at controversial fund-
raising events.

Their game plan was very clear: stall, delay, run out the clock.
And it wasn’t just the White House.

The day after we approved our interim report, 2 years after we
started our investigation, 10 boxes of Democrat National Commit-
tee documents magically appeared on our doorstep.

So, as you can see, there is a history here. And, by the way, it
didn’t start with me. Before me, Chairman Clinger had exactly the
same experience.

Two-and-a-half years of e-mails—let’s turn our focus back to the
e-mails. A group of Northrop Grumman employees runs the White
House e-mail system. In May or June 1998, they realized that they
had a problem. A server was mislabeled. Two-and-a-half years
worth of incoming e-mails were not properly preserved. They
weren’t searched when subpoenas came in.

White House staff was informed. On Monday, June 15th, two
White House staffers called them into a meeting. We have inter-
viewed the Northrop Grumman employees who were at that meet-
ing. It was 21 months ago. They don’t remember every detail, as
you might expect. Some remember one part of the conversation,
some remembered the other parts of the conversation, but their ac-
counts are basically consistent.

When the interviews were finished, two important things
emerged about that meeting: first, they were all told to keep this
problem secret; second, some felt intimidated. One Northrop Grum-
man contractor recalls being told that there was a “jail cell with
his name on it” if he told anyone. One woman was afraid that her
security clearance would be yanked and she would never be able
to work again. Another woman refused to tell her boss what she
was working on. She was almost fired. She told her boss, “I'd rath-
er be insubordinate than go to jail.”

They held secret meetings about the problem at a park and at
a Starbuck’s Coffee place so they would not be detected.

These Northrop Grumman contractors are here today, and I ap-
preciate their being here today. They are going to testify on the
first panel. Obviously, this is going to be uncomfortable for them.
They are here under subpoena. They are not here because they
want to be. They are here because they have to be.

To each of you, I'm very sorry you are put in this position, but
it is important that we get your views and what happened on the
record.

I also want to thank the Northrop Grumman Corp. and their at-
torneys. They have been very cooperative. They have given us doc-
uments, they have made employees available for interviews, and
they have been very helpful.

Why the secrecy by the White House? Why was it so important
to keep this under wraps?

There were two White House officials involved in the meeting.
Laura Crabtree is one, Mark Lindsay is the other. We tried to
interview them. They declined to talk to us. We have some pretty
basic questions to ask.
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Why was it so important that this information be kept secret?
What are their accounts with the meeting with the Northrop
Grumman employees? Who did they talk to when they found out
about the problem?

They have both been subpoenaed, and they are scheduled to tes-
tify on the second panel. I'm sorry they refused to talk to us, but
we have questions and we’ll ask them today.

Beth Nolan, the White House counsel, will testify on the third
panel. She wasn’t the White House counsel in 1998, when this
problem came to light. She took the job last summer. Regardless
of who was the White House counsel, we have a serious issue to
deal with. The White House counsel’s office has known since some
time in 1998 that they were not in compliance with subpoenas from
us, the Justice Department, and the independent counsel.

They were not in compliance with our subpoena in the illegal
fundraising investigation. This computer problem began in the
summer of 1996. The second half of 1996 was a critical time period
during this scandal. We were never informed.

They were not in compliance with our subpoena and the inves-
tigation of why the President freed 16 Puerto Rican terrorists. We
were never informed.

Let me read a passage of a letter we received from the White
House counsel’s office on October 27, 1999. This was over a year
after the e-mail problem was discovered.

“We have been in the process of searching archived e-mails for
materials responsive to the committee’s subpoena. Enclosed, please
find responsive documents.”

Now, how could they give us all the responsive documents if they
knew the e-mails were there but they hadn’t gone through them?

They were not in compliance with our subpoena in the Waco in-
vestigation. We were never informed. Let me read a passage from
a December 3, 1999, letter.

“Due to the number of requests for information from investiga-
tive bodies, the search of archived e-mail messages has taken
longer than expected. I anticipate that we should complete the
search by the end of next week. If we locate any additional respon-
sive materials, we will promptly provide them to the committee.”

And yet, all of these e-mails that they knew about, hundreds of
thousands, possibly, were not reviewed.

It is pretty clear that if we didn’t find out about this problem
independently, we were never going to be told by the White House,
nor was the independent counsel or people at the Justice Depart-
ment. Now, that’s a big deal. Complying with subpoenas is not op-
tional; it’s mandatory. The White House counsel’s office has an obli-
gation to comply. If they can’t, they have an obligation to tell us
why.

And it’s not like we inundated the White House with subpoenas.
Not too long ago, a White House spokesman told a bunch of report-
ers that we had sent them something like 700 subpoenas. Last
year, I sent the White House a grand total of two subpoenas, two.

And it’s not just us. The White House received subpoenas from
the Senate, they received subpoenas from the independent coun-
sels, they received subpoenas from the Justice Department. Were
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other people informed that hundreds of thousands of e-mails were
not reviewed?

These are the issues that we want to raise today with Ms. Nolan.

Finally, we have a Justice Department witness appearing with
Ms. Nolan, Robert Raben, the Assistant Attorney General for Leg-
islative Affairs. As everyone knows, we have been following the
Justice Department very closely. We have been watching every step
of the way since the Attorney General refused to appoint an inde-
pendent counsel in the campaign fundraising investigation.

What we have seen from the Justice Department has been very
discouraging. A search warrant for Charlie Trie’s home was
quashed. The FBI wanted to go search his home and go through
its files because they thought some were being destroyed; yet, that
search warrant was quashed by the leaders of the Justice Depart-
ment, including Janet Reno.

The President was not questioned about foreign money connec-
tions. The Vice President was not questioned about the Hsi Lai
Temple or foreign money connections. Democrats get lighter sen-
tences when Republicans get the book thrown at them.

When we interviewed the Northrop Grumman employees, we re-
alized that no one had been questioned by the Justice Department
about the missing e-mails. That was March the 7th. This whole
issue had been on the front page of the newspaper. So I wrote a
letter to the Attorney General. I asked them why they weren’t
doing anything. It wasn’t until after they got my letter that the
Justice Department and the Attorney General contacted the first
witness. Is that the way the Justice Department works? Do they
wait until we are on to them and then they do something about it?

One thing that is of great concern to us is that the Justice De-
partment was on both sides of this issue. Justice Department law-
yers are representing the White House in civil suits over the mat-
ter. They appear to be working with the White House to delay pro-
duction of these e-mails. At the same time, the Campaign Finance
Task Force should be trying to get them.

At this point, I don’t think anyone has any idea what is in these
e-mails, but I get the impression that the Justice Department real-
ly isn’t all that interested.

When the Attorney General found out about the missing Waco
tapes, she sent U.S. Marshals to seize them from the FBI and
Louis Freeh. Now it looks like the White House hasn’t complied
with the Justice Department’s subpoenas, and nobody even asks
about them until I sent them a letter. I wonder why they didn’t
send the U.S. Marshals over there like they did with the FBI?

That concludes my remarks, and I ask unanimous consent that
my two letters to the Attorney General be entered into the record.
Without objection, so ordered.

I've also exchanged letters with the White House counsel, Ms.
Nolan, and I ask unanimous consent to enter those in the record,
and without objection, so ordered.

[The information referred to follows:]
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March 8, 2000
Beth Nolan
Counsel to the President
The White House

Washington, D.C. 20500

Dear Ms. Nolan:

Yesterday, Committes attorneys interviewed a number of individuals who work
on the White House e-mail system. What they told us was, to say the least, profoundly
disturbing. As you are well aware, hundreds of thousands of e-mails sent to White House
employees from outside the White House complex between September 1996 and
November 20, 1998, have net been reviewed to determine whether they are responsive to
Committee requests and subpoenas. Presumably, you have been aware of this fact for
your entire tenure at the White Honse.

I have many concerns. First, there 1s an appearance that White House lawyers
have made a conscious decision to do nothing to solve the problem posed by so many
documents being improperly managed. Over the past three years, the Committee has
issued a number of subpoenas to the White House. These have required production of
relevant e-mails. After yesterday’s interviews, I am aware of no effort on your part to
effect a solution. I can only conclude that you are personally content with what is, in
effect, a purposeful effort to keep documents from Congress, the Department of Justice,
and various Independent Counsels. While it may serve a variety of political interests to
do nothing, it does not serve the American people.

The President’s response to questions about this issue last week was revealing.
He said: “If the American people knew how much of their money we’d have to spend
complying with requests for e-mails, they might be quite amazed, but we certainly have
done our best to do that.”” This approach misleads on one front, and ignores an important
reality on another. First, it is now apparent that the White House has made no effort to
search the database of ¢-mails coming to most core White House employees from outside
the White House for more than a two-year period. Thus, it is absurd to argue that “we’ve
done our best.” In fact, when it comes to this category of documents, you have dons
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nothing. Second, there is a law that requires Presidential records to be sent to the
National Archives. It is unclear to me how you intend to comply with this law.

While I am under no illusion that it might be time consuming and expensive to
reconstruct the e-mail records in question, I also am not prepared to accept the notion that
the President and the White House do not have an obligation 1o obey the law. Indeed, if
Attorney General Reno had made any real effort to conduct a thorough and vigorous
investigation into the illegal fundraising matter, she would be first in line demanding
compliance with document requests and the President would not be permitted the Juxury
of railing at Congress and the various Independent Counsel offices.

In March 1997, after two months of fruitless attemipts to get the White House to
respond to document requests about illegal campaign fundraising, I issued a subpoena.
On June 27, 1997, after nearly having to hold the then-White House Counsel in contempt
of Congress, I received a letter from your predecessor that all relevant documents had
been produced. I am aware of no effort on the part of anyone at the White House once
this matter was discovered to inform the Commitiee that incoming e-mails during a
critical time period were never searched. 1am also aware of no effort to conduct a
retroactive search to ensure that critical information was not overlooked.

Last Fall, I issued two additional subpoenas to the White House. OUne perfained to
the Waco tragedy, and the other requested information about the FALN/Macheteros
clernency decision. Again, I am aware of no effort to conduct a search of the incoming e-
mails for relevant information. I am also fully aware that no effort was made to inform
the Committee that the White House did not even intend to address an entire category of
information. These subpoenas remain in effect, and compliance is not optional.

I request that you meet with me as soon as possible to explain fully what you have
done to address the problems presented by the e-mail debacle. Tomorrow I will send
subpoenas for documents pertaining to this matter, and I request that you ensure that all
relevant documents are preserved.

rely,

/Y ST%

Dan Burton
Chairman



03717700 FRI 19:30 FAX 202 456 6279 WGonz

THE WHITE HOUSE
WASHINGTON

March 17, 2000

BY FACSIMILE AND Y.S. MAIL

The Honorable Dan Burton

Chairman, Committee on Government Reform
UL.8. House of Representatives

2157 Rayburn House Office Building
Washington, D.C. 20515-6143

Dear Chatrman Burton:

Pursuant to my March 10, 2000 letter to you, [ am writing to provide you with a response
to your request for inforraation concerning e-mail records related to the Committee's subpoenas
in the camnpaign finance, FALN, and Waco matters: :

As you are aware, recent press reports have deseribed certain configuration errors
associated with the managetnent system used for e-mail records within the White House and the
Executive Office of the President (collectively "EOP"). Since I became aware of the nature of
this matter, my staff and I have been working diligently to understand its scope and effect. Over
the past several weeks, my staff has addressed with your staff the Comunittee's request for
information about the general nature of these computer errors and the Committee's request for
-interviews of current and former EOP staff. I now want to provide you with more details about
this issue and its effect, if any, on the Comumittes’s subpoena requests. Of course, we are

! continuing to review this matter and may need to amplify or modify our findings as we gather
more information.

i Automated Records Management System
A. Searches for E-mail Records

Before explaining the nature of the configuration errors affecting certain incoming e-mail
records being captured by the Automated Records Management Systermn (ARMS), I want to
descdbe briefly how the Office of Administration's (OA) computer records management system
for the EOP is designed to work for e-mail records. Whenever an e-mail is sent to or from a user
within the EOP, that s-mail is sent directly to a server, where the recipient can read it. The e-
mail doss not technically reside on the individual user’s personal computer (PC), but on the
server. As long as the user retains the e-mail on her PC, it remains on the server. Accordingly,
as you know, while individuals are instructed to search their own PCs in response to a subpoena
request, a redundant search of the server is not conducted. Conversely, by deleting an z-mail. the
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user deletes it from the server as well as the PC. Because many individual users delete e~mail
daily {and indeed users must delete some ¢-mails because the server does not have the capacity
to hold all e-mails}, the server is not a complete and accunate repository of c-mails sent to and
from the EOP.

ARMS is a management system that was installed following the Armstrong case. Itis
designed to capture e-mail records seat from or to EOP user accounts that it manages ("ARMS-
managed accounts”). ARMS is the first keyword searchable ¢-mail records archive maintained
by the EOP.

E-mails generated by ARMS-managed accounts are automatically recorded by ARMS as
they are sent by the user. In addition, several times a minute, generally, ARMS scans the server
and captures unrecorded e~mails residing on the server at the moment of scanning. To avoid
repeatedly scanning an e-meil that continues to reside on the server over 2 period of time, cnce
ARMS records an e-mail, it is coded so that ARMS will not needlessly scan it again.

As then-Counsel to the President Charles Ruff explained in his September 11, 1997 letter
to you, we netified your staff in the Spring of 1997 that ARMS was put in place in July 1994 and
has managed e-mail records for most EOP offices since that time. (10/21/97 Letter from White
House Coungel Charles Ruff to The Honorable Dan Burton). My. Ruff further explained that
ARMS also manages reconstructed e-tnail records for the period Fanuary 1993 through July
1994. {(Jd.). The e-mails were ioaded into ARMS by information Systems and Technology
(IS&T) personrel within OA beginning in July 1994 .- a process that was completed some time
in mid-1999. Until reconstruction was completed, only limited e-mail records were searchable
for the pre-July 1994 peciod. (Id.).

In response to a subpoena request, the individuals within the relevant EOP offices are
instructed to search for responsive materials in any form. The head of each EOP office is
instructed to certify that the individuals within the office have conducted a search of their files
and the office’s files, and have provided any potentially responsive materials to the White House
Counsel’s Office. As a complement to these individual searches, a computerized search of
ARMS is performed at our direction by IS&T personnel. (See %/11/97 letter from White House
Counsel Charles Ruff to The Honorable Dan Burton). [S&T staff work with White House
Counsel's Office staff to identify keyword terms to use in searching ARMS for responsive
materials. As we have previously explained to your staff, because we use seazch tenms, we
cannot guarantee that every responsive c-mail is located. Nevertheless, we usuatly err on the
side of using broad search terms, which sometimes yield large amounts of nonresponsive
materials.

These computerized seasches are extremely time-consuming and costly. For example, a
search cen take several days to complete, depending upon the number of offices and time period
covered. Once a search is complete, it can take up to several days o print the search results. In
addition, our staff must manually review the printed search results for responsiveness. Indeed,
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on many occasions our staff has waded through thousands of pages of nonresponsive materials to
locate the few responsive oneg.

The only other electronic records of the server consist of tapes made pedodically when
the server is "backed up,” Backup tapes are not ¢reated or saved for archival purposes, are nota
part of ARMS, and are not searchable, absent reconstruction and transfer to ARMS, using
general keyword terms. For these reasons, the EOP does not search backup tapes when
responding to subpoena requests. These tapes are created solely for recovery in the event of a
systern "crash” to allow IS&T personnel to recover certain files. They are created generally
daily, and take a "snapshot” of whatever exists on the server af the current time. For example, if
an e-mail were sent to an EOP user and then deleted between backups, it would not be captured
on a backup tape. At times when there has been a shortage of backup tapes, they have been
reused. Backup tapes are thus an inaccurate and incomplete compilation of what is on the
system and serve as a last resort only in cases of a catastrophic system failure, As noted below, I
am also informed that reconstruction of files frorm backup tapes is a costly and time-~consuming
endeavor.

B. Configuration Errors Affecting ARMS

ARMS, like all computer records management systeras, is susceptible to problems,
software programming errors, and "glitches” that are not gasily detectable. Even when they are
discovered, however, the nature, scope, and cause of the problems, as well as their effect on the
system and users, may be difficult to ascertain,

Although we have always understood that ARMS i¢ designed to record all e-matls sent
through the EOP e-mail network (currently the Lotus Notes systemy), two separate configuration
errors have occurred which prevented certain incoming e-mails sent to ARMS-managed accounts
from being recorded in ARMS for a pediod of time.  The first error ocourred in August 1996,
when I1S&T was performing routine maintenance to improve the systern's performance. As part
of the process, individual user accounts within the White House Office (WHO), and some
accounts within OA and the Office of Policy Development (OPD), were moved to a new server,
cailed "Mail2." During this process, some of these users were apparently mistakenly coded by
computer technicians as being on "MAIL2,” using all upper case letters, instead of "Mail2." The
ARMS scanning process is case sensitive when identifying servers and did not recognize
"MAILZ" Because ARMS did not recognize "MAILZ," the ARMS scanning process did not
capture incoming e-mails (i ., e-mails sent from non-managed ARMS accounts to ARMS-
managed accounts) for these affected ARMS-managed accounts.

In January 1998, Diantel Barry, IS&T Records Projects Computer Specialist, was
performing a keyword search of ARMS in response to a subpoena request and noticed a possible
anomaly within ARMS. dr. Barry found that on a particular day there were outgoing e mails
from an EOP user who seemed to be exchangirg e-mails with an outside user, but there were no
corresponding incoming e-mails. Thas, it appeared to bim that some incorring e-mails might be
sing from ARMS. Mr. Barry, with th ce ol John Spriges. the IS&T e-mail contract

an
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administrator and an employee of outside contracter Northrop Grumman (N-G), examined the
fog of the FIREWALL system, through which e-mail created outside the EOP passes and is
screened to ensure that messages do not include viruses. They detenmined that on the day in
question, the EOP user had actually seat the outside user seven e-mails, while the outside user
had seat the EOP user six incoming c-mails. At the time, Mr. Barry was unsure whether this was
an isolated incident for this particular user on this particular day or whether it was a broader
undetected systemic eror. Indeed, minor glitches or "hicoups” are common to IS&T systems, as
they ase to all computer systems, and small pieces of data are often not casily retrievable asa -
result.  Mr. Barry notified his superiors and documented his finding,

The full extent of the error causing the anemaly Mr. Barcy noted was not discovered until
June 1998, when on-site N-G employees discovered on the server certain incoming e-muail
messages that were coded as "unrecorded” on the server, signifying that the ARMS scanning
process was not picking up these messages. The contractor notified IS& T personnel. A group
of employees was assembled to investigate and repair the problem. _

By the fall of 1998, N-G technical personnel working with [S&T staff discovered that the
problem was due to miscoding "Mail2” as "MAIL2." They further determined that the
miscoding affected 526 ARMS-managed accounts from the following EOP offices:

1. WHO (464 accounts)
2. Office of Policy Development (58 accounts)
3 OA {4 accounts)

As a result, certain incoming e-mail that these 526 users had received since Augast 1995 had not
been recorded by ARMS. As noted previously, the probler did not cover any e-mails generated
by ARMS-managed accounts. Moreover, it would not have prevented a recording of the
incoming e-mail if the affected ECP user forwarded it or replied to it "with history” (Z.e., sending
back the original e-mail). Additionally, incoming e-rnail messages maintained on individual
users’ PCs would also remain on the user's server space, and therefore would be subject to
individual EOP user searches, as long as the individual recipient did not delete them.

. By November 1998, the N-G and [S&T personnel had corrected the problem
prospectively so that all future incoming e-mail to the 526 affected users would be stored in
ARMS. Thus, this configuration errot affected these ARMS-managed acconnts for the period
Auvgust 1996 through November 1998, I3&T personnel alse created backup tapes of the server
to greserve the anrecorded e-mail existing on it as of November 20, 1998. By backing up the
enfire server, IS&T also necessarily captured word processing documents, rolodex files, and
recorded e-mail records that also existed on the server at that time, After the prospective
corection, ARMS resumad managing incoming e-rails and the creation of backup tapes of the
sarver continued.

at because they are
and placed on

As noted above, backup fapss are not in a readable or searchable foer
cannot 2asily b reconsing

notereated foar srchival purposes. T
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ARMS. Consequently, QA requested that N-G provide an estimate for stedying the time and
cost involved w restoring these ¢-mails to a readable format. In Oclober 1998, N-G estimated
that a feasibility study alone would cost about $600,000. OA informs us that, concurrent with
the preliminary assessment of the costs to study the problem, OA was faced with the massive
task of Y2K compliance of its entire system, inchuding its maif systems. This task consumed
IS&T resources throughout the remainder of 1998 and 1999. ‘

A second configuration error was discovered in April 1999, when N-G technical
persormel were testing the precess in which ARMS interacts with the Lotus Notes systern.
When user accounts are created, they are assigned to a particular "view." Each view represents a
section of the alphabet (e.g., ABC), and users are assigned to a view by the first letter of their
first name (e.g., Mary Jones would be in the view that contains the letter "M™). The ARMS
“viewer" scans the server on a "view” by "view" basis.

During this testing process, the N-G computer specialists discovered that, in correcting
the "MAIL2" programmming error, anothet configuration error involving the ARMS "viewer" had
been made. The letter "D was inadvertently omitied from a view, and the letter "J" was
included twice. As a vesult, incoming e-mail to ARMS-maraged accounts with the first names
beginning with the letter "D" bad not been recorded by ARMS since November 1998, It appears
that this error rematned undetected until Aprit 1999 becanse the additional "I led technicat
personnel to believe that the views contained all 26 Jetters of the alphabet, In fact, that was not
the case.

The effect of the "Letter " error on the system was similar to the "MAIL2" erron:
Incoming e-mail sent to ARMS-managed accounts whose users’ first names begin with the letter
"D were not stored in ARMS. E-mails generated by ARMS-managed accounts were not
affected by the problem. Approximately 200 ARMS-managed accounts from the following
offices within the EOP were affected:

White House Office (42 accounts)

Office of Policy Development (8 accounts)

Office of Management and Budget (54 accounts)
Council of Ecoromic Advisers (1 account)

Council on Bavironmental Quality (4 accounts)
National Secarity Council {21 accounts)

Office of Administration (32 accounts)

Office of Wanional Drug Control Policy (20 sccounts)
Office of Science and Technology Policy (6 accounts)
White House Climate Change Task Foree (3 accounts)

5 NS e e

=

As with the "MAIL2" error, e-mail mainiained on these affected users’ PCs remained on the
server until deleted by the user, butwere not captured 1n ARMS.
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By May 1999, the N-G employees corrected this problem prospectively. Thus, the
"Letter D" configuration error affected these ARMS-managed accounts from November 1998 to
May 1999. As with the "MAIL2" ermor, a backup tape of the server was created on June 1, 1999
to preserve any unrecorded z-mail that existed on it at that time.

In the course of gathering these preliminary facts concerning these configuration errors,
we were informed this week that e-mails on the server of the Office of the Vice President (OVP)
bave not been fully managed by ARMS. We are still in the process of determining the scope and
time period involved. The OVP does maintain back-up tapes of its server.

Of course, numerous e-mails to and from OVP users have been produced to the
Committee over the years, which is consistent with OVP staff having searched their PCs for e-
mail residing on the servers or in their hard-copy files, and with the large number of OVP -
mails that were captured by searches of ARMS during unaffected periods. We are doing our best
te determine how searches for e-mails responsive to the Committee's requests were affected by
these facts, We will promptly provide the Committee with this information when we complete

our review.
H. Effect of Configuration Errors on the Cornmittee's Subpoena Requests

Recent reports have cited vanious global effects of these configuration errors and -
speculated about the contents of the affected incoming e-mails. Below are our preliminary
findings with regard to the "MAIL2Z” and "Letter D" emrors. As noted above, we will provide
further information as soon as possible about the OVP sccounts. Please note, also, that, given
the technical issues involved, we may need to modify or amend these findings as our review
proceeds,

Al Global Effects

L. These two configuration errors did not affect documents or e-mails created by
ARMS-nranaged accounts. We understand that these two configuration errors did not affect e-
mails from ARMS managed accounts that were sent within or outside the EOP. The only e-
mails affected by either configuration error described above were incoming e-mails. Morcover,
ifan affected user received an Incoming e-mail and forwarded it oc replied to it with history
{sznding back the original incoming e-mail) then ARMS would have recerded the incoming e-
mail

2. We do not know how many e-mails werg affected. OA and IS&T personnel
understand that no vne has estimated the number of e-mails that were unrecorded. If suchan
estimate was made, it was not provided to the EOF. Curreatly, I am informed that there is no
way to make this calculation unfess the backup tapes are reconstructed

3. We do not know fany responsive information is contained in the unrecorded e-
ews reports siate that the e-mails contain information relevant to various subpoznas.
ave not been informed that anyone had the opportunity to raview the contents of
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these e-mails. Moreover, IS&T personnel curreatly cannot identify what kind of information is
on the backup tapes because they have not been reconstructed. Without such restoration, we
canniot know the contents of the unrecorded e-mails.

4. Affected incoming e-mail feft on the server should have been captured by
individual user searches. As you know, EOP staff are instructed to search their files, including
campuiter records, for responsive information. Thus any incoming e-mails still on an individual's
server space at the time a search was conducted should have been captured by individual user
searches. ' :

5. The "MAILZ" and "Letter D" anomalies were techaical errors. As explai
above, these configuration errors were the sole result of human mistakes and entirely
unintentional.

B. Effect on the Comumittee's Subpoenas

Per your request, we have fried to determine what effect these errors had on the
Cormmittee's subpoenas related to campaign finance, FALN, and Waco matters. Please note that
our preliminary findings are based upon our understanding of the Comuniitee's subpoena,
requests, any agreed modifications to thoss requests, and the kind of e-mail search we performed
to Jocate responsive material.

1. Campaign finance related subpoena requests. As yowr staff is aware, since the
Committee's first subpoena inearly 1997, our staffs negotiated a global December 31, 1995
cutoff date for all campaign finance related requests. Thus, incoming e-mails to the 526 affected
ARMS-rpanaged accounts for a five month period {August 1996 through December 1996) that
were not forwarded or replied to with history would likely not kave been captured by ARMS. E-
mails remainiog on an individaal user's PC should have been captured, :

2 FALN related subpocna requests. The search in response to the Committee’s first
subpoena covered the period January 20, 1993 through August 1999, The search in response to
the Committee’s second subpoena covered the period Janvary 20, 1993 through November 10,
1999, Thus, these searches would have encompassed both time periods affected by the two
configuration grrors. .

3. Waco related subpoena requests. On Septembet 1, 1999, the Committee served a
subpoena seeking materials related to the use of incendiary devices at the Braach Davidian
compound. As you know, the relevant time period surrounding the Waco matter precedes
August 1996, when the first configuration error occured. Thus, we do not believe that these two
errors would have affected a search of ARMS for e-mails responsive to this subpoena.

Moreover, as our staff explained to your staff, we had recently conducted a broad search for
Waco-related materials in response to a Court Order in the dndrade v. Chofracki matter. Our
siaffs reached an accomnmodation whereby, in lien of conducting another search that would ikely
encompass the sarme mateaals, we would produce to the Commitice unsealzd matedals that were
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produced to the Andrade Court. On January 28, 2000, we provided you with a copy of these .
materials.

L  Current Efforts to Explore Possible Reconstruction of Affected E~mail

We are working-diligently to determine whether itis possible to reconstruct the backup
tapes so we can Joad the unrecorded e-mails on to ARMS and perfonm keyword searches. We
currently have obtained the following estimate.

There are at least 3400 backup tapes of the server wlating to e-mail. As stated ahove,
they are an incomplets and inacourate collection of EOP computer records. The preliminary cost
estimate we have received to reconstruct these tapes so that the informaticn they contain could
be placed on ARMS and searched using keywords is between $1.8 million and $3.0 million.

This process is estimated to take approximately one to two years.

The process may be prrformed in "batches”, Le., several b‘ackup fapes ata time. I
reconstruction were possible, we would likely begin the process with the Novermber 20, 1998 and
June 1, 1999 backup tapes (approximately 15 tapes total}. This process weuld entail extracting
the unrecorded e-mails from the baclkup tapes and putting them on a server. Then, computer
technicians would need to develop a program that would "de-duplicate” the unrecorded e-mails

- 50 that ARMS would not record identical e-roails {as stated above, ARMS is designed not to sean
identical e-mail messages). This estimate does not, however, include possible restoration of the
OVP backup tapes, as well as the time and funds needed to perform other steps in the process,
such as awarding a competitive contract, searching ARMS, printing the search results, manually
reviewing them, and producing responsive materials.

We are, of course, continuing to review this matter. As [ leam more relevant
information, we will keep your office informed. If you have any questions, please call me. In
any event, I will call you next week.

Sincerely,

B Nyz__

Beth Nolan
Counset to the President

ce: The Honorable Henry Waxman
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March 19, 2000

Beth Nolan

Counsel to the President
The White House
Washington, D.C. 20500

Dear Ms. Nolan:

Thank you for the letter transmitted late on the evening of Friday, March 17,
2000. I appreciate this initial response. -

Your staff has committed to producing documents about the White House e-mail
problem to the Committee on Tuesday, March 21, 2000, and, while I would have
preferred less delay, I look forward to receiving the documents at the promised time.
Your staff has been clear on this point, and I do not expect additional requests for
extensions.

As you are aware, the Committee will hold a hearing on the subject of the White
House e-mail problem on Thursday, March 23, 2000. Your letter raises a number of
questions. In order to answer these questions I will issue a subpoena for your attendance.
Please have your staff confinm with my staff that you will accept service by facsimile.

In the matter of the White House e-mail problem, both you and I should have the
same goal. We need to understand the parameters of the problem; we need to understand
what, if any, affirmative steps to correct the problem were taken; and we need to
understand whether any delay in comrecting the problem will result in increased expense
and delay. Iam also interested in the steps taken by White House Counsel to inform all
interested parties of the problem as soon as it was discovered. The following issues are
of particular concern:

s You state in your letter that “e-mails on the server of the Office of the Vice President
(OVP} have not been fully managed by ARMS.” [ am interested in a full explanation
of this problem and [ would also like to know when the Department of Justice,
Congress and the Offices of Independent Counsel were notified of the problem.

»  You explain that the preliminary cost to rectify the problem and include the relevant
data in the ARMS system is $1.8 to $3.0 million dollars. I have been told by
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individuals associated with the ARMS system that the cost has been increased by
delay. Further, you note that it may take approximately one 1o two years” to rectify
the problem. If this is true, given the discovery of the problem on June 12, 1998, we
should either have put this issue behind us already, or have a mere three months left
to wait. 1am concemned that the approach taken by the White House Counsel’s office
appears to have favored the “later rather than soonet, less rather than more™ approach,
thereby increasing the cost that must ultimately be paid to comply with the dictates of
the Armstrong decision, and thereby also frustrating a number of legitimate
investigattons by the Justice Department, Independent Counsels, and Congress.

You are somewhat unclear in your letter as to when you leamed of these problems. I
am curious as to when you were informed and what steps you took to pass the
information along to the Justice Department, the Independent Counsels, and
Congress. | am also interested in what you did to solve the problem.

You state most clearly in your letter that: “[bJackup tapes . . . are not searchable,
absent reconstruction and transfer to ARMS.” It appears that one search was
performed in 1998. The search did not require a transfer to ARMS, and material
responsive to an Independent Counsel document reguest was discovered. While 1 do
not intend to underestimate the potential complexity of the problem, I am concerned
that one of the purposes of your letter was to present 2 simplistic and self-serving
explanation of this problem for media consumption. Thus [ am surprised that you
failed to provide this information in your letter,

You indicate that an individual — who we intend to have testify at our hearing —
identified a problem with e-mail management in January or February of 1998. You
also indicate that it was not unti] June of 1998 that the problem was next noticed. I
am interested in the steps taken by the White House Counsel’s office to investigate
this problem during the intervening four to five months. The ultimate problem would
have been less costly to fix, and the universe of information would be much smaller,
if there had been less delay. Therefore, I expect you will explain how the White
House Counsel’s office dealt with the problem from its initial discovery.

You state that Mr. Ruff provided a timely notification that some pre-1994 e-mails
were unavailable for document review. When did the White House provide a similar
notification for the “Mail2” and “d” user problems to the Justice Department, the
Independent Counsels, and Congress?

Your indication that no-one has estimated the number of e-mails that have not been
reviewed is inconsistent with information that has been provided to the Comumittee.
We are interested in your response to this area of concern, particularly given the
presumption that the White House Counsel’s office would ask for an approximation
of the size of the problern in anticipation of making plans to solve the problem.

You also dismiss concerns regarding Waco-related e-mails by explaining that the
Waco tragedy took place before the time period implicated by the problem. Again,
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this simplistic approach s troubling. In 1997 there were allegations regarding gunfire
that created a degree of constemation. It is not unreasonable to suspect that
individuals might have provided commentary on these allegations during the period
that e-mails were not being properly managed. Similarly, the fact that other issues
occurred at a particular time does not impact whether White House employees have
created information responsive to document requests.

You also explain that e-mails may have been reviewed by manual searches conducted
by individual computer users. You omit to explain, however, how searches could be
conducted by people who have left the White House. It is my understanding that
there was considerable turnover within the White House. Again, we will be
benefitted greatly by your ability to provide in-depth explanations to what appear to
be the incomplete and simplistic explanations provided in your letter.

Again, thank you for your letter. While I would prefer to receive correspondence

from the White House earlier than 7:30 p.m. on a Friday night, | have read the relevant

parts of Lanny Davis’s book describing media strategy, and I have a fair understanding of

the timing. [ look forward to your appearance at the Committee’s hearing on Thursday,
March 23, 2000. }

/\$incere1y,

@8»2?‘

Dan Burton

ce! Independent Counsel Robert Ray
Independent Counsel Ralph Lancaster
Independent Counsel Donald Smaltz
Independent Counsel David Barrett
Independent Counsel Carol Elder Bruce
Attorney General Janet Reno
Judge Royce Lamberth
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March 8, 2000

The Honorable Janet Reno

Attomiey General

U.S. Department of Justice

Tenth and Constitution Avenue, N.W,
Washington, DC 20530

Dear General Reno:

1 am concerned that the Department of Justice has made no effort to obtain an entire category of
documents that has potential beaning on the Campaign Finance investigation. Yesterday, the Committee
iearned that hundreds of thousands of e-mails sent to White House employees from outside the White
House complex have never been reviewed to determine whether they are respensive to document requests
and subpoenas. These e-mails were received during the eritical 1996-1998 time frame. As of yesterday,
the Justice Department had made no effort to contact individuals who mgnage White House e-mails, and
there is no indication that you have ever pushed the White House for a review of this information, despite
the faot that this matter has been reported in the press.

The appearance created by this Bilure is that you have no intention of pursuing a vigorous
investigation of the White House.

In his memorandum recommending the appointment of an Independent Counsel, Charles LaBella
wrote: “The contortions that the Department has gone through to avoid investigating these allegations are
apparent.”’ He also wrote: “If these allegations involved anyone other than [redacted name], an
appropriate investigation would have commenced months ago without hesitation.” Recently we leamed
that you deemed it irrelevant to guestion the President about James Riady’s offer of one million dollars or
about any other facet of the foreign fundraising scandal. We also discoversd that your prosecutors failed
to ask the Vice President about the Hsi Lai Temple event. Earlier, we leamed that a search warrant for
Charlie Trie’s home was quashed just before it could be served. Now we find that you apparently aren’t
even hiding behind the pretense that the White House should produce information relevant to the
campaign {inance investigation.

I request that you inform this Comumittee of the steps you are going to take to address the White
House's failure to provide the Justice Department with critical information.

Dan Burton
Chairmen
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Mr. BURTON. I will now yield to Mr. Waxman for his opening
statements, then we will move forward with the first panel.

Mr. WAXMAN. Mr. Chairman, I am pleased you are holding to-
day’s hearing. It will provide us an opportunity to explore whether
there was any wrongdoing in the attempt to coordinate the auto-
mated records management system, known as the ARMS system,
with the Lotus e-mail network.

We are all aware that during the past few years many false and
reckless accusations have been made about this administration and
officials that work within this administration. We should not re-
peat those mistakes today. Instead, in evaluating the ARMS-Lotus
interface, we must investigate whether certain acts were the result
of sinister motives or simply routine mistakes.

Serious accusations, some involving potential criminal conduct,
have already been made about the ARMS-Lotus interface, so it is
essential that we do our best to clarify the record and understand
the facts, and then let the facts lead us to conclusions, rather than
start with conclusions and then find out if the facts support those
conclusions.

We have already learned, for instance, that no one in the Clinton
administration ever suggested that specific e-mails or categories of
e-mails be excluded from the ARMS system. That’s a fact.

We have also learned that no one in the Clinton administration
designed the system or had any role in creating the ARMS-Lotus
interface or the interface defect, and that’s a fact.

Moreover, we know that no one in the Clinton White House even
knew before June 1998, that some e-mails were being excluded
from the ARMS-Lotus interface, and consequently not being sub-
mitted to Congress or the Department of Justice.

What else do we know?

We also have learned that the White House has provided Con-
gress with over 7,000 e-mails pursuant to congressional requests.
They have given us 7,000 e-mails, and some of those e-mails were
embarrassing to the White House, yet they submitted those e-
mails.

Some of these e-mails have been repeatedly used by the chair-
man and other Republican leaders as evidence of White House
wrongdoing. The production of those e-mails would seemingly put
to rest the question that the White House was trying to keep dam-
aging information from the Congress. If they were trying to do
that, you wonder why they submitted e-mails among the 7,000 e-
mails that have been used against them.

Well, by the end of today—and this may be a long day’s hearing,
but it is an important one—we will be in a better position to an-
swer three remaining questions.

First, did any White House employee make any improper threat
to any of the contract or subcontract employees of Northrop Grum-
man?

Second, did anyone at the White House try to impede the efforts
to fix the problem created by a contract employee?

And, finally, why didn’t the White House notify this committee
and other investigators when the ARMS-Lotus interface problem
was discovered?
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These are important questions, and I hope we will get answers
to them.

We will likely receive conflicting testimony on whether threats
were made, so we will have to evaluate the credibility of the wit-
nesses on this point. We will also have to evaluate what involve-
ment, if any, the President, the Vice President, and other senior
White House officials may have had with this issue.

From what we know now, however, it appears unlikely that any-
one at the White House tried to obstruct efforts to repair the
ARMS-Lotus interface, and I believe that Beth Nolan, who will tes-
tify at the end of today’s hearing, may have a reasonable expla-
nation for the delay in the White House’s notification of Congress
about the ARMS-Lotus interface problem.

I look forward to listening to today’s witnesses. If it appears that
any wrongdoing has occurred regarding the ARMS-Lotus interface,
we should take appropriate action.

By the same token, however, if we should also be sure, in finding
the facts, that there is a reason to correct the record if there is no
evidence of wrongdoing, I hope that action will be taken, as well.

Let’s let the facts speak for themselves. Let’s try to find the facts
as best we can. Where conflicting testimony may be leading us in
different directions, let us try to keep to this issue of the ARMS-
Lotus interface to understand what, if anything, justifies a congres-
sional hearing and leads us to facts that will be useful in our ongo-
ing investigation.

I yield back the balance of my time.

Mr. BURTON. Thank you, Mr. Waxman.

I understand a vote has been called on the floor. I want to apolo-
gize to our first panel, but, in order to have consistency in the
hearing, I think probably we ought to break real quickly for a vote
and ask all the Members to get back as quickly as possible so we
can get on with this, so we will stand in recess and call the gavel.

[Recess.]

Mr. BURTON. We will now welcome our first panel to the witness
table: Steve Hawkins, Robert Haas, Betty Lambuth, Sandra Golas,
Yiman Salim, John Spriggs, and Daniel Barry.

Would you please stand and raise your right hands, please?

[Witnesses sworn.]

Mr. BUrTON. First of all, I want to restate that I know that you
would probably be rather playing golf or working or doing some-
thing else today. This is a very important hearing, and we do ap-
preciate your cooperation and in your being as factual as is hu-
manly possible.

Do any of you have opening statements you would like to make?
Ms. Salim, did you have an opening statement?

Ms. SALIM. Yes, sir.

Mr. BURTON. OK. You are recognized. Please pull the microphone
as close to you as possible. Thank you very much.
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STATEMENTS OF YIMAN SALIM, NORTHROP GRUMMAN SOFT-
WARE DEVELOPER, LOTUS NOTES GROUP; BETTY LAMBUTH,
NORTHROP GRUMMAN MANAGER, FORMER MEMBER OF
THE LOTUS NOTES GROUP, ACCOMPANIED BY LARRY
KLAYMAN, COUNSEL, AND TOM FITTON; ROBERT HAAS, NOR-
THROP GRUMMAN SYSTEMS ADMINISTRATOR, LOTUS
NOTES GROUP; DANIEL “TONY” BARRY, COMPUTER SPE-
CIALIST, EXECUTIVE OFFICE OF THE PRESIDENT/OFFICE OF
ADMINISTRATION, ACCOMPANIED BY JOHN HARDEN
YOUNG, COUNSEL; STEVE HAWKINS, NORTHROP GRUMMAN
PROGRAM MANAGER; JOHN SPRIGGS, NORTHROP GRUM-
MAN SENIOR ENGINEER FOR ELECTRONIC MAIL; AND SAN-
DRA GOLAS, NORTHROP GRUMMAN SENIOR SOFTWARE EN-
GINEER, LOTUS NOTES GROUP

Ms. SALIM. Good morning.

My name is Yiman Salim. I am a subcontractor working as a
Lotus Notes developer in the Executive Office of the President,
main contractor Northrop Grumman. I have held this position since
May 1998. I am a member of the Lotus Notes team, basically re-
sponsible for the analysis, development, and support of Lotus Notes
applications.

I understand that the committee would like me to describe the
events surrounding the Mail2 problem, and I am appearing here
voluntarily at the committee’s request to do so.

One of my first tasks at the EOP was to work on the upgrade
of Lotus Notes. During my work on this project in June 1998, Bob
Haas and I stumbled upon what we thought at the time was a flaw
in the records management, the scanner process. It was a very
technical typographical-type error committed by a prior contractor
before Northrop Grumman was retained.

We found, quite by chance, that inbound e-mail messages were
somehow not being picked up by the scanning process of the
records management system, called ARMS. The scanning portion of
ARMS is responsible for looking at the e-mail file and sending in-
bound e-mail messages through several processes, ultimately end-
ing up on the VAX computer, where searches of those e-mails by
Government employees occurs.

Immediately after the discovery of this problem, we reported our
findings to our immediate supervisor, Betty Lambuth, who directed
us to put our findings in writing.

In the days that followed, it was determined that the problem
was specific only to the Mail2 server. The Mail2 problem, therefore,
affected approximately 500 users, most of whom worked for the
White House. The problem affected only those e-mails inbound to
the White House from outside by way of the Internet to Mail2 serv-
er users.

Outgoing e-mails sent from Mail2 users at the White House were
not affected and were records managed according to established
procedures.

The Mail2 server problem had originated some time during Octo-
ber 1996, when the contractors prior to Northrop Grumman built
a new e-mail server called “Mail2.” When the contractors personnel
named the Mail2 server, they used an upper-case “M” and lower-
case letters for the rest of the name. Following its creation, how-
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ever, the individual mail accounts on the Mail2 server were as-
signed the name “MAIL2” using all capital letters.

When the case-sensitive ARMS scanner process ran on the Mail2
server to perform its comparison of the names, the comparison
failed, since the names did not appear in the exact same case;
therefore, none of those accounts from Mail2 were scanned. In-
bound e-mails were not sent to the VAX, and, as a result, inbound
e-mails were not records managed.

Outbound e-mails were automatically records managed without
the need for such scanning. That is why outbound White House e-
mails were not affected by this error.

A few days after the discovery of the problem, some time between
June 15 and June 18, 1998, Betty Lambuth, John Spriggs, Sandy
Golas, Bob Haas, and I were called into Laura Crabtree’s office for
a private meeting.

My recollection is that in this meeting Laura Crabtree told us
that Mark Lindsay had instructed that we were not to discuss the
problem with anyone, including our spouses or our family. We were
told that the incident was considered sensitive, and that we should
take it very seriously.

I do not remember hearing the word “ail,” and I never felt
threatened. In my mind, this was simply a technical issue that
needed a technical solution.

My understanding was that this issue would remain with this
small group only temporarily until the Office of Administration had
a chance to manage the situation.

On June 19, 1998, 1 week after the Mail2 problem was discov-
ered, I left the country for 2 weeks on a pre-planned vacation. After
my return, I had little contact with the Mail2 issue except for at-
tendance at some technical meetings regarding the problem.

In the beginning of November 1998, the group met to discuss a
technical solution to the Mail2 problem. We focused on how to stop
the bleeding, which meant that we wanted to find a way to prop-
erly manage inbound e-mails that entered Mail2 from that point
forward.

On November 22, 1998, John Spriggs and I executed a program
which artificially marked all unmanaged e-mails as record man-
aged on the 394 active users who were located on Mail2 at that
time.

After that was completed, inbound e-mails on the Mail2 server
were, therefore, properly scanned by ARMS and were records man-
aged. All unmanaged e-mails that entered Mail2 between the in-
ception of the problem in November 1998 became part of a separate
e-mail reconstruction project.

Several months later, in April 1999, I discovered another prob-
lem in the records management system. I found that all users with
a first name that started with a “D,” such as “Doug” or “David,”
were not being properly scanned by ARMS. This problem affected
not just Mail2 but all the Lotus mail servers.

The problem was corrected on June 1, 1999, and after this correc-
tion I created an audit agent that monitors all e-mail accounts and
reports in a timely basis if there are any records management
issues. This was done so that any future problems would be de-
tected and solved in a timely manner.
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Mr. Chairman, that is my recollection of the events concerning
discovery of the Mail2 system error.

Thank you.

Mr. BURTON. Thank you, Ms. Salim.

[The prepared statement of Ms. Salim follows:]
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STATEMENT OF YIMAN SALIM
My name is Yiman Salim. I am a sub-contractor working as a Lotus Notes
developer, under the Executive Office of the President’s (EOP) main contractor,
Northrop Grumman. I have held this position since May of 1998, Iam a member
of the Lotus Notes team responsible for the analysis, development and support of

Lotus Notes applications.

T understand that the Committee would like me to describe the events
surrounding the Mail2 problem, and I am appearing here voluntarily at the

Committee’s request to do so.

One of my first tasks at the EOP-was to work on the upgrade of Lotus
Notes. During my work on this project in June 1998, Bob Haas and I stumbled
upon what we thought at the time was a flaw in the records management scanner
process. It was a very technical typographical type error committed by a prior
contractor before Northrop Grurmman was retained. We found quite by chance that
mbound e-mail messages were somehow not being picked up by the scanning
process of the records managcrrient system, called ARMS. The scanning portion
of ARMS is responsible for looking at all e-mail files and sending inbound e-mail
messages through several processes, ultimately ending up on the VAX computer

where searches of those e-mails by government employees occurs. Immediately
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after the discovery of the problem, we reported our findings to our immediate

supervisor, Betty Lambuth, who directed us to put our findings in writing.

In the days that followed, it was determined that the problem was specific
only to the Mail2 server. The Mail2 problem, therefore, affected approximately
500 vsers, most of whom worked for the White House. The problem affected only
those e-mails inbound to the White House from outside by way of the internet to
Mail2 server users. Outgoing e-mails sent from Mail2 users at the White House

were not affected and were records managed according to established procedures.

The Mail2 server problem had originated sometime during October 1996,
when the contractors prior to Northrop Grumman built the new e-mail server called
Mail2. When the contractors’ personnel named the Mail2 server, they used an
uppercase “M” and lower case letters for the rest of the name. Following its
creation, however, the individual mail accounts on the Mail2 server were assigned
the name Mail2 using all capital letters. When the case sensitive ARMS scanner
process ran on the Mail2 server to perform its comparison of the names, the
comparison failed since the names did not appear in the exact same case.
Therefore, none of those accounts on Mail2 were scanned. Inbound e-mails were
not sent to the VAX, and as a result inbound e-mails were not records managed.

QOutbound e-mails were automatically records managed without the need for such
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scanning. That is why outbound White House e-mails were not affected by this

€rTor.

A few days after the discovery of the problem, sometime between June 15
and June 18, 1998, Betty Lambuth, John Spriggs, Sandy Golas, Bob Haas and I
were called in to Laura Crabtree’s office for a private meeting. My recollection is
that in this meeting, Laura Crabtree told us that Mark Lindsay had instructed that
we were not to discuss the problem with anyone, including our spouses or our
family. We were told that the incident was considered sensitive and that we should
take it very seriously. 1do not remember hearing the word “jail” and I never felt
threatened. In my mind this was simply a technical issue that needed a technical
solution. My understanding was that this issue would remain with this small group

only temporarily until the Office of Aministration had the chance to manage the

situation.

On June 19, 1998, one week after the Mail2 problem was discovered, [ left
the country for three weeks on a preplanned vacation. After my return,  had little
contact with the Mail2 issue, except for attendance at some technical meetings

regarding the problem.

In the beginning of November 1998, the group met to discuss a technical

solution to the Mail2 problem. We focused on how to “stop the bleeding,” which
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meant that we wanted to find a way to properly manage inbound e-mails that
entered Mail2 from that point forward. On November 22, 1998 John Spriggs and 1
executed a program which artificially marked all unmanaged e-mails as records
managed on the 394 active users who were located on Mail2 at that time. After
this was completed, inbound e-mails on the Mail2 server were thereafter properly
scanned by ARMS and were records managed. All unmanaged e-mail that entered
Mail2 between the inception of the problem and November 1998 became part of a

separate e-mail reconstruction project,

Several months later in April 1999, I discovered another problem with the
records management system. I found that all users with a first name that started
with a “D,” such as Doug or David, were not being properly scanned by ARMS.
This problem affected not just Mail2, but all the Lotus Notes Mail servers. This
problem was corrected on June 1, 1999. Soon after this correction, I created an
audit agent that monitors all e-mail accounts and reports on a timely basis if there
are any records management issues. This was done so that any future problems

will be detected and solved in a timely manner.

Mr. Chairman, that is my recollection of the events concerning discovery of

the Mail2 system error.
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Mr. BURTON. Mr. Haas, did you have an opening statement?

Mr BARR. Mr. Chairman, may Ms. Lambuth give her statement
now?

Mr. BUrTON. If Mr. Haas has no objection, we’ll go with Ms.
Lambuth.

Ms. Lambuth.

Ms. LAMBUTH. Thank you.

First of all, Mr. Chairman, I'd like to thank you and your com-
mittee to have this opportunity to testify on the lost and hidden e-
mails that occurred in the Clinton-Gore White House.

When Ms. Salim and Bob Haas informed me, I did take this in-
formation to my immediate supervisor in the White House, which
was Laura Crabtree.

Laura did understand the legal technicalities and severity of
these lost e-mails, and said that she would like to go talk to Mark
Lindsay.

Laura did come back to me and say that Mr. Lindsay had told
her to tell me and my staff that if any of us spoke about these
issues, about this particular project which we now named “Project
X,” we would not only lose our jobs, we would be arrested and we
would be put in jail.

Ms. Crabtree then relayed those messages on to my staff, which
had been relayed to her by Mr. Lindsay.

I had also asked Ms. Crabtree, and basically said that, you know,
“It’s not that I dispute what you're saying. I would like to hear this
directly from Mr. Lindsay,” and she agreed that this was appro-
priate.

I later that day met with Paulette Cichon, who was also aware
of the situation. Paulette and I went upstairs and I met with Mark
Lindsay that afternoon quite late. Mr. Lindsay did, in fact, reit-
erate everything that Ms. Crabtree had told me that he had in-
structed her to tell, and that was if I or any of my staff relayed
this information to anyone—spouses; they specifically named Steve
Hawkins, who was the program manager for Northrop Grumman;
Jim Wright, who was the COTR for EOP—that if we spoke to any-
one that we—not just me, whoever relayed the information, but
that we would all lose our jobs, we would be arrested, and we
would be put in jail.

And this is quite significant, because if you are arrested or you
are removed from any agency—and we’ve gone through a 15-year
security clearance—that our security clearances are stripped from
us. This is one of our fears, also, is our security clearances are
stripped. In this town, as you can appreciate, that makes us un-
marketable.

But basically, then, I do want you to understand that I was a
subcontractor to Northrop Grumman. I was the manager. I was in
on the proposal that Northrop Grumman did to EOP from the very
beginning. I was one of the key people in that proposal. I did the
orals and I had a great staff under me that was all Northrop
Grumman, except for Ms. Salim, who was with another contractor.
And we went forward to try to do our very, very best on this par-
ticular project.

When I was informed later about some of the e-mails that were
included in the findings, it did come up that there were e-mails
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from Lewinsky, from Filegate, had to deal with Vice President
Gore’s campaign contributions, the trade seats, etc., so there were
some very significant issues that were before the Government at
that time that were quite evident in the lost e-mails.

We did meet, as was stated. We felt some pressure from various
people around. We did meet privately. We did go to the park. We
did sometimes go across the street to Starbuck’s and speak in gen-
eralities.

Somehow along the way, when we came out of one of the meet-
ings, Sandy was basically asked to do work on a project by the
COTR, and the COTR——

Mr. BURTON. Excuse me. Would you identify Sandy? We
don’t

Ms. LAMBUTH. Sandy Golas, Ms. Golas, who is also on the panel.
Sorry.

And he asked her to work on a particular problem. She informed
him that she could not at that time because we had a special
project. He asked her what it was. Going along with what we had
been told, she did not tell him.

It is my understanding that at that time she was taken down to
Steve Hawkins, who also asked her the same question. She refused
to tell and was threatened at that time by Mr. Hawkins with loss
of job and being fired also.

I was called at that time. I was in the doctor’s office. I was called
by Mr. Haas. I talked to Sandy, who was extremely upset. I've
never seen Sandy that upset. She’s a very level-headed person. I
spoke with Sandy. She told me what had gone on. I told her just
to hang tough, I would be back.

I at that time called Steve, talked to Steve, asked him some
questions, basically told him that if he had some issues with this
whole thing, he needed to address me, but I did not want him in-
terrogating my staff or putting them under undue pressure.

I then left the doctor’s office in Vienna, went back downtown to
EOP, addressed Steve. I found Steve. He basically said he had
nothing else to say to me, that I was insubordinate, and that I
could not refuse to tell him, and things—that he would get me off
the contract, which did take place in July 1998.

Along with it having become apparent that the White House was
not going to proceed and let anyone know that these—that this
issue had occurred, there was definitely a stalling delay. And the
reason that I say that is that I kept asking for meetings. I couldn’t
get meetings. I was asked to come up with how much time was re-
quired for an individual to search these records, what equipment
would be needed. I gave all of these facts, turned all of this over.
And every time I asked what was to happen on this, where we
were going, I could get no answers.

Also, when it became very evident that I was going to be re-
moved from the contract, there was—Northrop Grumman had done
a reorganization. All my people were put out under different man-
agers, so, therefore, they could no longer work as a group on this
particular issue. They were approached by some of the Government
people to—that I needed to remain there because of the knowledge,
etc. That was turned down, which was their privilege to do that.
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However, in doing so, it has another significant consequence, and
that was the fact that, with no manager there, they basically had
no one to get direction from. By being spread out amongst other
managers now, they had no one person to go to with these issues
or that was aware of all of the tasks that they had to do, so it made
it a little bit more difficult.

They had brought in another person, Jim Webster, from the
same company that Yiman works for, to take my place. I think that
there was, from what I had heard, that there was some resistance
to opening up to him, and I wasn’t told until the last day that I
was there that I could even talk to him about the project.

And Mr. Webster, to my knowledge, only stayed a few weeks and
then left the project, so they basically were with no supervision, as
far as having a manager.

Mr. BURTON. I think, Ms. Lambuth, that we have pretty much
covered the basic problem, and we’ll get back to you in just a few
minutes with some questions.

Ms. LAMBUTH. OK.

[The prepared statement of Ms. Lambuth follows:]
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STATEMENT OF BETTY LAMBUTH BEFORE HOUSE GOVERNMENT REFORM
COMMITTEE ON THURSDAY. MARCH 23,2600

My, Chairman, I appreciate the opportunity to testify to your comumittee and, more
importantly, the American people about the issue of missing and hidden e-mails at the
Clinton-Gore White House. Iwant to tell you the truth about the e-mail seandal, which we
termed Project X, and how I and my colleagues were threatened by Clinton-Gore White
House officials with loss of our jobs, arrest, and jail if we told anyone about the e-mail
problem. Iwas told that these e-mails contained information relating to Filegate,
concerning the Monica Lewinsky scandal, the sale of Clinton Commerce Department trade
mission seats in exchange for campaign contributions, and Vice President Al Gore’s
involvement in campaign fundraising controversies.

Judicial Watch, which is representing me in these matters, deserves credit for seeking the
truth in these matters and I hope the Court in their cases, along with Congress, take strong
action to ensure these e-mails and other records are not destroyed and justice is obtained
concerning the threats and intimidation I received from the Clinton-Gore White House.

Background

1 was an employee for CEXEC in the Information Systems and Technology Division (“IST”) of
the Clinton White House Office of Administration (“OA™), CEXEC was a sub-contractor for
Northrop-Grummen at the Clinton White House that helped run and maintain its computer
systems. My duties and responsibilities included but were not limited to the management of all
computer message systems, e-mail and Internet security services within the Executive Office of
the President (“ECP”).

Discovery of the E-Mail Problem

In May 1998, 1 learned that one of the computer e-mail servers, which housed incoming e-mail to
much of the top Clinton White House staff, approximately 500 individuals, was not being records
managed by the Automated Records Management System (“ARMS™), which would have allowed
their text to be searched in response to subpoenas and other inquiries. The apparent cause of this
e-mail problem occurred in August, 1996. As the Clinton White House received approximately
20,000 incoming e-mail per day, this meant that, as of May, 1998, a significant number of e-mail
were not records managed and not being searched in response to subpoenas and document
requests.

I informed as soon as possible my Clinton White House supervisor, Laura Crabtree, of the e-mail
server problem, who quickly understood the technical and legal severity of the problem. I
understand Crabtree then went to the Clinton White House OA office and spoke with its counsel,
Mark Lindsay. Crabtree also informed Paulette Cichonne, another official at the Clinton OA, of
the problem.

Pageiof 3
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Threats of Arrest, Jail, and Loss of My Job

After consulting with Lindsay and Cichonne, Crabtree, acling on their instruction, said that I was
forbidden to say anything to anyone concerning the e-mail server problem. Crabtree specifically
stated that [ and my staff was not to inform Steve Hawkins, my Northrop-Grumman manager at
the Clinton White House. Crabtree told me that if I did talk about the e-mail problem, [
would loose my job, be arrested, and jailed.

I then sought a meeting with Mark Lindsay and Paulette Cichonne about the e-mail
problem. At that meeting, Mark Lindsay reiterated Crabtree’s comments and told me
directly that I nor any of my staff were not permitted to discuss anything concerning the e-
mail problem with anyone, including Steve Hawkins. Lindsay said that if I or any of my
team who knew about the e-mail problem told anyone else about it we would lose our jobs,
be arrested and put in jail,

I conveyed Lindsay’s threats to my staff at the Clinton White House who knew of the e-mail
problem. The members of my contractor staff were worried about the threats as well. In fact, to
maintain the Clinton White House’s ordered secrecy about the e-mail problem, my staff and I
held meetings to discuss the issue outside the office in a park close to the New Executive Office
Building and in a nearby Starbucks. Also to ensure secrecy, the e-mail problem was called
Project X. .

1'was initially instracted to work up technical plans and cost estimates to fix the e-mail problem.
But within days, I quickly came to the conclusion that the Clinton White House had no
intentien of fixing the problem, despite their knowledge that the e-mail in issue contained
many e-mails from and to Monica Lewinsky, who was then involved in an ongoing criminal
investigation. My conclusion was based on the fact that nothing was done to fix the
problem and the e-mails continued to be left out of any searches in response to subpoenas
and other document requests.

E-Mails Contain Evidence About Filecate, Chinagate, Al Gore, Commerce Trade Missions,
Lewinsky

A contractor for Northrop-Grumman whom I supervised, and who examined this group of e-mail,
told me the e-mail contained information relating to Filegate, concerning the Monica Lewinsky
scandal, the sale of Clinton Commerce Department trade mission seats in exchange for campaign
contributions, and Vice President Al Gore’s involvement in campaign fundraising controversies.

I delivered a sample of e-mails relating to Monica Lewinsky to Mark Lindsay in the Old
Executive Office Building.

Daniel Barry Kept in Dark Before Congressional Testimony

The Clinton White House considered but did not call Daniel A, Barry, an e-mail computer
specialist for the Clinton White House, back from vacation to inform him about Project X. So
when Barry did return from vacation, he was unaware of Project X even though he was about io

Page20of 3
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testify to Congress concerning White House e-mails and Monica Lewinsky. As a result, Barry
did not have this relevant information about these 100,000 e-mails when he testified to Congress.

Removed from Clinton-Gore White House Because of Project-X Threats

Steve Hawkins somehow found out that a major issue (the e-mail problem) was being kept secret
from him. He pressured me and another female member of my staff to divuige the information
about the secret project on which we had been working. He told us that unless we told him, we
would be removed from our positions at the Clinton White House. He also told my other female
staffer that would not have any job at all if she didn’t tell him about the secret project. Lindsay
and others on the Clinton White House staff who knew why T wasn’t telling Hawkins about the e-
mail problem never intervened with Hawkins to protect my job. For fear of going to jail, per
Lindsay’s and others’ threats, I did not tell Hawkins about the e-mail problem. This led Hawkins
to request that CEXEC remove me from my assignment at the Clinton White House. This was
done and 1 lef: the Clinton White House in July, 1998, (I still remain employed with CEXEC.)

Thank you, Mr. Chairman,

Page 3 of 3
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Mr. BURTON. Mr. Haas, did you have some comments that you’d
like to make?

Mr. Haas. Yes, sir.

Mr. HaAs. Good morning. My name is Robert Haas. I was asked
to come before you today to talk about what has been called the
“Mail2 problem” at the White House. I do so voluntarily.

I have worked at the Executive Office of the President for the
past 9 years. I have worked for Northrop Grumman since Novem-
ber 1997, when they were awarded the contract to provide com-
puter information services at the White House complex.

I am a Lotus Notes administrator. Lotus Notes is the e-mail sys-
tem that is currently in use at the White House today.

Northrop Grumman administers the records management system
for certain agencies in the EOP.

On June 15, 1998, I was called to a meeting in the office of Laura
Crabtree, a civil servant for IS&T of the Office of Administration.
During the first part of the meeting, Mark Lindsay was on a speak-
er phone addressing the group, which included, in addition to my-
self, Ms. Crabtree, John Spriggs, Sandy Golas, Yiman Salim, and
Betty Lambuth.

Mr. Lindsay told us that the discovery of the Mail2 problem was
to be treated as top secret and that only Ms. Crabtree, Ada Posey,
and Mr. Lindsay, himself, could authorize the group to talk to any-
one else.

Mr. Lindsay specifically told us not to talk to Steve Hawkins, the
project manager for Northrop Grumman and our ultimate super-
visor on the site.

Mr. Lindsay hung up after about 5 minutes, and Ms. Crabtree
told me that I could not tell even Ms. Virginia Apuzzo anything if
she asked.

In a somewhat flippant way, I asked what would happen if I did
tell her or my wife, and Ms. Crabtree responded that there would
be a jail cell with my name on it.

Overall, my impression of the meeting with Ms. Crabtree and
Mr. Lindsay was very serious about their warnings. I'm not a law-
yer and did not know one way or the other whether there was any
basis for their threats, but I did take to heart their instructions
and tried to obey them carefully.

This is a brief summary of my recollections of the discovery and
the report of the Mail2 problem.

Thank you, Mr. Chairman.

Mr. BURTON. Thank you, Mr. Haas.

[The prepared statement of Mr. Haas follows:]
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STATEMENT OF ROBERT HAAS

Good morning. My name is Robert Haas. I was asked to come before
you today to talk about what has been called the “Mail2 problem” at the
White House. 1do so voluntarily.

I have worked at the Executive Ofﬁée of the President (“EOP™) for
the past ten years. I have worked for Northrop Grumman since November
1997 when they were awarded the contract to provide computer information
services for the EOP complex. Iam a Lotus Notes Administrator. Lotus
Notes is the e-mail system that is currently in use at the White House.
Northrop Grumman administers the records managemer;t system for certain
agencies within EOQP. |

On June 12, 1998, in my capacity as a Lotus Notes Administrator, [
was working with another employee when I discovered that a problem had
occurred with the records management portion of the e-mail system for users
on the Mail2 server. The problem had occurred in the system when the
cortractor that had preceded Northrop Grumman prepared a program to scan
the mail servers that operate the e-mail system. The mail files of each of the
people working for the White House are located on one of these servers.
When we found that a problem existed, we began trying to identify the

source of the problem. We found that a very technical programming mistake
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had been made by a prior contractor having to do with upper and lower case
letters. But because of this single mistake, e-mail coming into the Mail2
server via the internet had not been records managed according to the
procedures used for the other mail servers. The error we found in June
1998, affected only e-mails that were inbound to the White House from the
Internet to those users who were served by the Mail2 server.

The programming error that caused the problem can be explained as
follows: When the Mail2 server ID was created, the programmer created the
ID using the word “mail” but using an uppercase “M” and lower case for the
letters “a-i-1” in the title word. When the security groﬁp began registering
the users on the Mail 2 server, their server entries were spelled using all
UPPERCASE letters. This turned out to be a significant error because these
particular systems were case sensitive, that is, the Mail2 server and the
ARMS scanning process could not communicate with each other unless the
server names match EXACTLY. Therefore, when ARMS ftried to
communicate with the Mail2 server, it did not recognize the server name.
As aresult, while it captured the e-mails coming into all other mail servers,
it failed to capture the e-mails in the Mail2 server.

On June 12, 1998, when I originally discovered the Mail2 problem, I

immediately reported the problem to my direct supervisor, Betty Lambuth.
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On June 15, 1998, I was called to a meeting in the office of Laura Crabtree,
a civil servant for the Information Systems & Technology of the Office of
Administration. During the first part of the meeting, Mark Lindsay was on a
speakerphone addressing the group, which included in addition to Ms.
Crabtree, John Spriggs, Sandy Golas, Yirhan Salim, Betty Lambuth, and
myself. Mr. Lindsay told us that the discovery of the Mail2 problem was to
be treated as “top secret” and that only Ms. Crabtree, Ada Posey and Mr.
Lindsay himself could authorize the group to talk to anyone else.

Mr. Lindsay specifically told us not to tell Steve Hawkins, the project
manager from Northrop Grumman and our group’s ultimate supervisor on
site. Mr. Lindsay hung up after about five minutes, and Ms. Crabtree told
me that I could not tell Ms. Appazo anything. In a somewhat flippant way I
asked what would happen if I did tell her or my wife, and Ms. Crabtree
responded that there would be a jail cell with my name on it.

Overall, my impression of the meeting was that Ms. Crabtree and Mr.
Lindsay were very serious about their wamnings. I am not a lawyer and did
not know one way or the other whether there was any basis for their
warnings. But, I did take their instructions to heart and tried to follow their

rules carefully.
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That is a brief summary of my recollections of the discovery and

report of the Mail2 problem, Mr. Chairman.
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Mr. BURTON. Mr. Barry, did you have comments you'd like to
make?

Mr. BARRY. Yes, sir. I have a brief statement.

Mr. BARRY. Mr. Chairman, I want the committee’s record to show
that I am Daniel A. Barry and I have been employed by the Execu-
tive Office of the President/Office of Administration since June
1992. My current title is deputy data center manager/electronics
records manager, and I have responsibility for the records that are
received by the automated records management system [ARMS],
and for the overall system administration of ARMS.

I am here today at the request of the chairman and would be
pleased to answer any questions that you may have about the
ARMS system.

Thank you.

Mr. BURTON. Thank you, Mr. Barry.

Any others like to—yes, sir, Mr. Hawkins.

Mr. HAWKINS. Good morning, sir.

My name is Steven Hawkins, former program manager for Nor-
throp Grumman at EOP.

I am here voluntarily before this committee to provide facts per-
taining to this matter today.

I wasn’t going to give an opening statement; however, I have to
contradict several statements made.

As a manager under the Government contract, we have strict
rules of business etiquette to work by. Ms. Lambuth said she
worked directly for Ms. Crabtree. That is incorrect. Her manager
was Bob Whiteman. At no time was the records management group
unmanaged during the tenure of Northrop Grumman.

I would also like to say that Northrop Grumman employees were
called to unauthorized meetings because of Ms. Lambuth. Repeat-
edly during the time of employment at EOP, Ms. Lambuth was
counseled by her manager, by me, and by her CEXEC management
for failure to comply with management directives, and I find it ap-
palling that she is trying to make allegations that Northrop Grum-
man failed to manage the Notes group at any given time. They had
strict supervision. Mr. Bob Whiteman was that manager. And
throughout the contract, Mr. Whiteman and Ms. Lambuth were
both counseled to make sure that they followed the terms and con-
ditions of the Northrop Grumman contract with EOP.

I had a lot of difficulty in that area, especially with Ms. Lambuth
wanting to work very closely with Government employees and fail-
ing to follow the Northrop Grumman program management’s direc-
tions and the term and conditions of the contract.

Thank you.

Mr. BURTON. Any other opening comments?

[No response.]

Mr. BUrTON. Well, then, I will start—I'm sorry, Mr. Spriggs, go
ahead. You are welcome to make an opening comment.

Mr. SPRIGGS. Mr. Chairman and members of the committee, my
name is John E. Spriggs, Jr. Since September 1996, I have worked
on various contracts for the information systems and technology di-
vision of the Office of Administration within the Executive Office
of the President of the United States. Since December 1997, I have
been employed by Logicon, a Northrop Grumman company, and
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have served as a senior systems integration engineer on their Exec-
utive Office of the President contract.

The systems I helped maintain include but are not limited to a
dozen or so EOP electronic mail gateways and mail servers, the
EOP access verification systems, Internet e-mail servers for both
the President and the First Lady. I maintained certain mail servers
and gateways also for the Office of the Vice President, news wire
servers for the White House Press Office and the EOP community,
as well as three Lotus Notes records management servers. I appear
voluntarily and have voluntarily testified before the Senate Gov-
ernmental Affairs Committee on these topics.

I do not have firsthand knowledge of all the facts in these mat-
ters, and many aspects are technically complex and clouded by the
passage of time and the intervention of other events.

To the best of my knowledge, my actions and those of my col-
leagues were properly supervised and directed. They were law-
abiding and within the scope of the existing Logicon contract.

The Executive Office of the President of the United States is, in-
deed, a challenging place to work. I appreciate more than I can ex-
press in my remarks the dedicated service that is rendered daily
by the men and women who labor there, whether they are volun-
teers, contractors, Civil Service employees, or Presidential ap-
pointees.

Thank you, Mr. Chairman, and members of the committee.
hMr. BURTON. Any other comments from any of the members of
the——

Mr. KLAYMAN. Yes, Your Honor. May I make a statement, insofar
as my client was attacked, a brief statement of order?

Mr. BURTON. I understand. Legal counsel can only confer with
their clients. We do appreciate your being here

Mr. KLAYMAN. But the point is that Northrop Grumman——

Mr. BURTON. I understand, but she can speak for herself.

Mr. KLAYMAN. All right. I'll let her speak for herself.

Mr. BURTON. You can make the comment.

But let me, before we get into a discussion or a debate about
that—we could get to that when I ask you questions, Ms. Lambuth,
because I think we need to start the questioning now.

Do you have a comment you’d like to make, Ms. Golas?

Ms. GorLAs. My name is Sandra Golas. I am appearing here vol-
untarily.

I manage the VAX systems at EOP. I handle all the records man-
agement applications on the back side. I don’t deal directly with
Lotus Notes applications; however, I have been involved with the
Mail2 issue, and I will answer any questions you have for me.

Thank you.

Mr. BURTON. Thank you very much.

Any other comments?

[No response.]

Mr. BURTON. If not, we'll start the questioning. First of all, let
me make a comment. I understand there may be some personality
conflicts and some personnel conflicts and some disagreements on
management, and that is not a major concern that I have as chair-
man and I think as most Members have, and I'll let them express
themselves when they get to questions.
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My big concern is we subpoenaed documents from the White
House. The Justice Department subpoenaed documents from the
White House, as did the independent counsel. These documents
were important for a number of investigations—the so-called
“Filegate” investigation, the travel office investigation, Waco, the
campaign finance investigation.

Now, this started, as I understand it, in September 1996, when
there was a glitch in the computer operation. The big problem
about the campaign finance investigation was going on at that
time, because there were questions about campaign contributions
coming in from China, Macau, Indonesia, Taiwan, Egypt, South
America, and elsewhere, and so these e-mails could be very rel-
evant to that investigation, as well as the other investigations.

So I hope, during this conversation we’re going to have—and I
hope it is more conversational and not acrimonious, because, obvi-
ously, when you have a lot of people working in an office you do
have these problems, even in my office, you know. I'm always right,
the employees are always wrong, but that’s the way it goes.

But the facts we want are these: when did you find out that
there was a glitch? As I understand it, it was in 1998. There was
a meeting called. And what I want to ask you—and my first ques-
tion, and I would like to go right down the line, is: what happened
at that meeting with Ms. Crabtree and Mr. Lindsay on the phone?

So those who were at that meeting, the first question I want to
ask you is—and I want your answer to be as succinct as possible—
what do you recall happening.

Mr. Haas, I think you have been pretty clear. We understand
that you said that Mr. Lindsay was on the phone, he said this was
top secret, and to keep your mouth shut about it.

Now, during that time that he was on the phone, there was no
threat made other than this was top secret and to be kept quiet;
is that correct?

Mr. HAAS. That’s correct, by Mr. Lindsay.

Mr. BURTON. To your recollection.

Mr. HaAs. That is correct.

Mr. BURTON. Now, Ms. Crabtree, when you hung up the phone—
when he hung up the phone, you said, “Well, what would happen
if I told my wife or somebody else,” and she said?

Mr. Haas. That there could possibly be a jail cell with my name
on it.

Mr. BURTON. And you recall that vividly?

Mr. HAAS. Yes.

Mr. BURTON. OK. Now, who else was in that meeting? Ms. Golas,
what do you recall about the meeting?

Ms. GoLAs. Most of what Bob remembers. I remember the con-
versation. Mr. Lindsay was called and put on the speaker phone,
and I remember him talking to us and telling us it was very impor-
tant that we didn’t take the information out of the room, that we
shouldn’t discuss it with anyone.

After the conversation, I don’t remember who said it, I do re-
member the word “jail” being used, because I later relayed that
same statement to Steve.

Mr. BURTON. When you relayed that to Steve, Mr. Hawkins, tell
me how you relayed it.
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Ms. GoLas. Well, he was trying to get me to tell him what I was
working on, and I was standing behind the table, and he said,
“Yo